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Supervisor Purpose of the thesis Title

e This thesis could focus on developing
techniques and tools to automatically " Automated
detect vulnerabilities in web applications, Vulnerability
such as SQL injection, cross-site Detection and
scripting (XSS), or code injection. .

« The research could also explore Patching in
automated methods for generating and Web
applying patches to address the identified | Applications"
vulnerabilities.




This thesis could investigate novel
authentication and access control

mechanisms to enhance the security of "Sec_ure ]
web app“cationsl Authentlcatlon
The research may involve exploring and Access
multi-factor authentication, biometric Control
authentication, role-based access control Mechanisms
(RBAC), or attribute-based access for Web
control (ABAC) in the context of web Applications”
applications.
This thesis could focus on developing
privacy-preserving methods and s
protocols for handling sensitive data Privacy-
within web applications. Preserving
The research may involve investigating | Techniques for
techniques such as differential privacy, Web
secure multi-party computation, or Application
homomaorphic encryption to protect user Data
privacy while maintaining the Handling"
functionality of web applications.
This thesis could explore techniques for
optimizing the performance and
effectiveness of web application firewalls .
(WAFs) while also investigating evasion Web
techniques employed by attackers to Application
bypass WAF defenses. Firewall
The research may involve developing Optimization
machine learning algorithms to enhance and Evasion
WAF accuracy or studying advanced Techniques"
attack vectors to improve WAF
resilience.
This thesis could focus on developing
comprehensive frameworks for testing N
and evaluating the security of web V_\/eb_
applications. Application
The research may involve designing Security
methodologies, tools, and metrics for Testing and
vulnerability assessment, penetration Evaluation
testing, or security code review of web Frameworks"
applications.
e This thesis could investigate "Secure
methodologies and practices for Software

integrating security into the software
development lifecycle (SDLC) of
web applications.

Development
Lifecycle for




e The research may involve exploring
secure coding practices, threat
modeling, security testing, and secure
deployment strategies for web
application development teams.

Web

Applications"
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Project Title Purpose of the Thesis Supervisor
This thesis could focus on developing
"Explainable | interpretable Al models and techniques that
Al groyi_de tral?_sparent explanations for their
ecision-making processes.
Interpretable The research may involve exploring methods
Models and [ sch as rule-based models, symbolic reasoning,
Techniques" | or model-agnostic explanations to enhance the
explain ability of Al systems.
This thesis could investigate the ethical
implications of Al systems, with a focus on
"Ethics in Al: | addressing bias, fairness, and accountability
Bias, Fairness, | challenges. . .
and The research may involve developing

Accountability™

frameworks or algorithms that mitigate bias in
Al algorithms, ensure fairness in decision-
making, or establish mechanisms for Al system
accountability.

"Deep
Learning for
Natural
Language
Processing and
Understanding"

This thesis could explore advanced deep
learning techniques for natural language
processing (NLP) and understanding tasks.

The research may involve developing novel
neural  network  architectures, attention
mechanisms, or transfer learning approaches to
improve the performance of Al models in NLP
tasks like sentiment analysis, question
answering, or machine translation.

"Al for
Healthcare:
Diagnosis,

Treatment, and
Medical
Decision
Support™

This thesis could focus on applying Al
techniques to healthcare domains, such as
developing Al models for diagnosis, treatment
recommendation, or medical decision support
systems.

The research may involve exploring machine
learning  algorithms, deep reinforcement
learning, or knowledge representation
techniques to enhance the accuracy and
efficiency of Al systems in healthcare settings.

"Al and
Robotics:
Autonomous
Systems and
Human-Robot

This thesis could investigate the development of
Al algorithms and techniques for autonomous
robotic systems and human-robot interaction.

The research may involve exploring topics such
as robot perception, motion planning, learning
from human feedback, or collaborative robotics.

Interaction”
"Al'in This thesis could focus on advancing Al
Computer techniques for computer vision tasks, such as

Vision: Object

object recognition, image understanding, or
scene analysis.




Recognition,
Image
Understanding,
and Scene
Analysis"

The research may involve developing deep
learning architectures, generative models, or
transfer learning approaches to improve the
accuracy and efficiency of Al models in
computer vision applications.
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applying Al algorithms such as rule-
based models, symbolic reasoning, or
model-agnostic ~ explanations  to
enhance decision support systems

Supervisor Purpose of the thesis Thesis Title
This thesis focus on developing Al | "Designing Al:
models and techniques that provide Interpretable
transparent gxplanatlons for their Models and
decision-making processes. . :
The research may involve exploring T?Chmques using
data science analysis methods then | Big Data"

This thesis could investigate the

"Impotence of

importance of information security. Information

;I'he research may mvolve devel_o_pmg security in Data
rameworks or algorithms that mitigate . .

security algorithms with Big data Science

analytical algorithms.

This thesis could explore advanced | "Medical Images
deep learning techniques for medical Analysis and Deep
images processing and understanding Learning for

tasks.

The research may involve developing
novel neural network architectures,
attention mechanisms, or transfer
learning approaches to improve the
performance of Al models in early
medical disease diagnostics that helps
medical specialists in the diagnose
process

disease diagnostics

This thesis could focus on advancing
Data Science and Al techniques for
computer vision tasks, such as object
recognition, image understanding, or
scene analysis.

The research may involve developing
data analysis algorithms in Big Data
and  enhancing deep  learning

"Data Science and
Al in Computer
Vision: Object
Recognition,
Image
Understanding,




architectures, generative models, or | and Scene
transfer  learning approaches to Analysis"
improve the accuracy and efficiency in
computer vision applications.
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